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Abstract:

Evidence suggests that firms frequently over-comply with U.S. sanctions—a process also known
as “de-risking.” We argue that U.S. enforcement of its economic sanctions has contributed to this
phenomenon to the extent that we can observe a systematic relationship between U.S. sanctions
enforcement and third-party trade with U.S. sanction targets. Specifically, we theorize that, the
greater the frequency and severity of sanctions enforcement penalties imposed by the U.S.
against sanctions violators, the more third-party trade with U.S. sanction targets will decline. An-
alyzing data from 2003-2015, we find that U.S. sanctions enforcement actions correlate with sig-
nificant declines in dyadic trade between third-party states and U.S. sanctions targets, even when
enforcement actions target parties external to that dyad. This suggests that the U.S.’s enforcement
of its sanctions magnifies the harm that U.S. sanctions inflict on target economies.
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Introduction

While research has shown that firms often respond to political conflict with opportunistic
profit-seeking behavior (Barbieri and Levy 1999; Lektzian and Biglaiser 2013; Barry and Klein-
berg 2015), a newer phenomenon has emerged in which firms exercise extreme caution in re-
sponse to political risks. Rather than seeking to exploit risky but highly profitable business op-
portunities, many companies increasingly seek to minimize their exposure to risks associated
with violating regulations related to financial crimes. This so-called “de-risking behavior” occurs
when firms determine that that the potential exposure to risks associated with doing business
with certain categories of customers or countries lead them to stop servicing those clients alto-
gether. Due to concerns about violating anti-money laundering (AML), countering the financing
of terrorism (CFT), or sanctions requirements in places where it may be difficult to prove that
transactions are legitimate, companies’ risk-based compliance programs have led them to stop
servicing any transactions in those locations. In such cases, firms forgo conducting legitimate
business transactions in “high-risk” countries because it is too difficult to manage the risks asso-
ciated with potentially illegitimate transactions that would violate AML, CFT, or sanctions com-
pliance requirements. De-risking behavior is best known for the difficulty it creates for humani-
tarian organizations to operate in conflict zones, like Syria (Daher and Moret 2020), or in sanc-
tioned jurisdictions, like Iran and Afghanistan (Moret 2015). As the practice has become more
commonplace among banks and other firms, it has spread to affect large parts of Africa and the
Asia-Pacific region (Asian Development Bank 2021). De-risking behavior is increasingly creat-
ing challenges for large swathes of the global population to access the global economy—with the
strongest impact on economically vulnerable parties in weakly governed and conflict-prone
states. In this study, we argue that the aggressive enforcement of U.S. economic sanctions has
played a major role in encouraging firms to engage in de-risking behavior.

Understanding why and how sanctions enforcement actions encourage de-risking behav-
ior contributes to existing research on the determinants of third-party sanctions busting. Third-
party states can enhance the success of sanctioning efforts by joining senders’ sanctioning efforts,
particularly with the support of an international organization (Drezner 2000; Bapat and Morgan
2009; McLean and Whang 2010). Third parties can undercut sanctioning efforts, however, by
increasing the amount sanctions-busting trade, aid, or investment they provide to targets (Lektz-
ian and Souva 2007; Lektzian and Biglaiser 2013; Early 2011; 2015). Sender governments, like
the U.S., can seek to coerce firms in third-party states via adding extraterritorial components to
their sanctions regimes. Extraterritorial sanctions provisions are a way of expanding sanctions’
jurisdiction beyond their senders’ borders (Early 2016). They create legally based sanctions
compliance obligations that apply to domestic citizens’ and firms’ activities abroad or to foreign
entities whose activities fall within their jurisdiction. Such measures empower sender govern-
ments to punish sanctions violations that occur abroad and foreign actors that violate U.S. sanc-
tions. The U.S. government is the only country to employ extraterritorial sanctions provisions on
a widespread basis, given the backlash they often engender.! What remains obscured by the polit-

1 The European Union, for example, has taken steps to protect itself from U.S. extraterritorial
sanctions (Directorate-General for External Policies 2020).



ical disputes these measures provoke is how effective they are at discouraging third-party trade
with targets.

We theorize that de-risking behavior explains why economic sanctions that are supported
via significant enforcement actions can have surprisingly potent effects on disrupting third-party
trade with target states. Given the U.S. government’s centrality in international financial net-
works and the size of its markets, it is in a unique position to adopt sanctions policies that make
extraterritorial demands on foreign firms’ behavior. Armed with new post-9/11 authorities to reg-
ulate international financial transactions and punish violations, the U.S. Department of Trea-
sury’s Office of Foreign Assets Control (OFAC) has emerged as one as an extremely powerful
international regulator capable of inflicting massive penalties on parties that undercut U.S. sanc-
tions (Early and Preble 2020a). We argue that when OFAC takes enforcement actions against
firms that violate U.S. economic sanctions, it increases pressure on foreign firms to de-risk from
conducting transactions with target states. This includes both providing financial services to fa-
cilitate transactions with parties in target states and doing direct business with them. We hypoth-
esize that a greater frequency and severity of penalties imposed by OFAC against sanctions vio-
lators will result in non-U.S. (i.e., third-party) states reducing trade with U.S. sanction targets, as
fewer firms are willing to facilitate or directly conduct those transactions. Furthermore, due to
vicarious learning throughout the international system (Crescenzi 2007), de-risking behavior will
result in lower trade within a dyad of a third-party state and a U.S. sanction target even when
OFAC enforcement actions target sanctions violators external to the third-party-target dyad.

We test our theory with auto-distributed lag (ADL) models using data on directed dyads
involving third-party states and the targets subject to U.S. economic sanctions. Our analysis re-
lies on a novel data set that captures all countries subject to any level of U.S. sanctions, including
both national-level and targeted sanctions from 2003-2015. Our inclusive approach is meant to
capture the fact that even targeted sanctions create perceived risks and compliance challenges
that firms must weigh as part of their business decisions. We find that sufficiently large OFAC
penalties are associated with lower trade between third parties and U.S. sanction targets: both
exports to the target and imports from the target decline. We also find that sufficiently large
OFAC penalties are associated with lower third-party trade to a target of U.S. sanctions even
when they affect parties outside of the dyad. Particularly the latter effect appears indicative of
significant de-risking behavior taking place amongst foreign firms in response to OFAC’s sanc-
tions enforcement actions.

Our results have salient implications for understanding both the coercive reach of U.S.
sanctions policies and what has driven the global de-risking phenomenon. Our findings provide
context in understanding the root causes of the de-risking problem, which even the U.S. Depart-
ment of Treasury has acknowledged as becoming a major issue (Rosenberg 2022). Our findings
contribute to arguments about how the U.S. has weaponized other states’ dependence upon the
U.S. financial system (Farrell and Newman 2019), enhancing its ability to alter foreign non-state
actors’ behaviors. We find that robust sanctions U.S. enforcement actions appears to drive non-
U.S. firms to participate in economically isolating target states on a de facto basis, making the
costs contemporary U.S. sanctions impose on their targets more severe. This finding may also
help explain why contemporary U.S. sanctions have been surprisingly effective relative to 20t
Century sanctions (Rosenberg et al. 2016). While previous work also finds that third parties



sometimes adjust behavior in the presence of U.S. sanctions (Peterson 2014, 2021), our study
highlights specific mechanisms through which OFAC enforcement of U.S. sanctions—rather
than the sanctions themselves—can affect the cost-benefit analysis of third-party firms in ways
that leads them to reduce trade with U.S.-sanctioned states. This firm-level calculus has impor-
tant consequences for understanding how the risk perceptions of firms influences commerce be-
tween nations.

The Effects of Economic Sanctions on Targets and Third Parties

The design and implementation of sanctions substantially influence their effects. Eco-
nomic sanctions can be designed to target individuals, groups, or entire countries; and sanctions
affect targets’ trade, aid, investments, financial transactions, and freedom of movement. Financial
sanctions appear to have become especially impactful since the early 2000s—both in terms of
achieving their coercive objectives and in inflicting significant costs on their targets (Drezner
2015; Rosenberg et al. 2015). If sanctions regimes are multilateral and/or have the support of an
international organization, that can increase their efficacy as well (Drezner 2000; Morgan and
Bapat 2009; McLean and Whang 2010). Finally, the resources and strategies that sender govern-
ments employ in enforcing their sanctions can enhance their impact (Bapat et al. 2020; Early and
Preble 2020a; 2020b). Early and Peterson (2021) found, for example, that the more frequent and
more severe the penalties that the U.S. government imposed on sanctions violators, the less U.S.
firms traded with the targets of its sanctions. Senders thus have a lot of potential influence over
the economic impact that their sanctions have on targets.

Target states’ external relationships with foreign governments and international organiza-
tions can also affect how sanctions impact their economies. A target’s important third-party trade
partners can influence sanctions’ severity depending on whether these states join the sanctioning
effort (McLean and Whang 2010, Peterson 2021) or instead increase their trade with the target
(Early 2011; 2015). Having the support of a trade-based sanctions buster can significantly reduce
the economic hardships associated with being sanctioned. The amount of foreign aid that target
states receive can also alleviate or exacerbate the adverse effects of being sanctioned (Early
2015). Lektzian and Biglaiser (2014) find that target states’ that receive increasing amounts of
foreign direct investment (FDI) from third-party states will face reduced pressure to concede to
sanctions.

Third-party states can have divergent incentives in responding to sanctions: they may
have contrasting political incentives to support or undercut the sanctions against the target and
the disruptions caused by the sanctions may deter or incentivize further commercial engagement
with the target. Early (2015) argues that profit-seeking motives appear to drive the formation of
trade-based sanctions busters (also see: Barry and Kleinberg 2015), but that political considera-
tions drive whether third-party governments provide target states with so-called “black knight”
assistance. Lektzian and Biglaiser (2013) find that the perceived commercial opportunities that
sanctions create in target states tend to increase the amount of FDI third-party states make in
them. In sum, the degree to which sanctions harm targets’ economies depends a lot upon how
effectively the sanctions are implemented and how much sanctions-busting support third parties
can obtain from third-party states.



Sanctions Enforcement Actions and Third-Party De-Risking Behavior

Third-party firms’ trade relationships with partners in target states will be sensitive to the
potential risks and opportunities (e.g., Lektzian and Biglaser 2013) created by senders’ sanctions
policies. The severity of the disruptions and hardships that sanctions impose on targets will
worsen their firms’ terms of trade with the rest of the world. The more that sanctions restrict tar-
gets from doing business with their naturally profitable trade partners, the less money that its ex-
porters can charge for their products and the more expensive alternative imports will become.
The fewer trade partners that are available to target firms, the more that third-party firms can
profit from exploiting third-party firms’ imbalanced terms of trade (Drezner 2000; Early 2015).

Senders’ sanctions policies may also contribute to the risks third-party firms face in doing
business with target states. Economic sanctions create uncertainty in doing business with targets,
as target firms’ supply chains are at higher risk of disruption, their economies face higher risks of
economic crises, and target firms could be at higher risk of going out of business. This uncertain-
ty allows risk-acceptant third-party firms to charge targets a risk-premium for doing business
with them, but some third parties will prefer to avoid such risks. Trading with target states also
becomes riskier if third-party firms potentially face retaliation from the sender governments for
their sanctions-busting trade. As argued by Stepien and Weber (2019: 135), “Even when compa-
nies are not directly targeted by the sanction laws, they can still be either indirectly affected or
perceive to be affected—and adopt according adjustment strategies. The behavior of these non-
targeted companies is equally relevant for the real economic effect of sanctions.” Sender gov-
ernments explicitly make third-party states vulnerable to punishments for sanctions violations by
including extraterritorial provisions to their sanctions. These policies can make third-party firms
legally liable for violating sanctions in the same way that the sender's own firms are. While the
provisions are controversial, powerful sender governments like the U.S. have had at least some
success with using them. These policies require senders to make substantial investments in moni-
toring foreign compliance with sanctions, and in taking enforcement actions to give them real
teeth.2

Understanding How International Financial Crimes Policies Create Risks for Corporations

Modern sanctions policies place a significant compliance burden on the private sector.
Few governments have the interest, let alone capacity, to screen all the international transactions
that their firms conduct. Sanctions policies, along with AML and CFT policies, operate by re-
quiring firms to adopt policies to ensure their own compliance with government policies (Arnold
2016; Early and Preble 2020b). Governments can invest in monitoring compliance by conducting

2 Sender governments can also threaten to impose secondary sanctions against third-party sanc-
tions busters, which are targeted sanctions that seek to compel non-state entities to comply with
the primary sanctions regimes. These measures differ from extraterritorial previsions, as there is
no assertion that third-party firms have a legal obligation to comply with sanctions; sender gov-
ernments are seeking to gain their compliance via coercion alone.



investigations and audits, but the day-to-day responsibilities for complying with sanctions are
firms’ responsibilities. Companies will weigh the costs of complying with these policies, both in
terms of the investments needed to comply and the opportunity costs of forgoing otherwise prof-
itable transactions, against the risks of non-compliance. Weber and Stepien (2020) theorize that
firms respond to sanctions by adopting strategies that either broadly conform with sanctions’ re-
quirements or challenge them. Firms that are sensitive to the potential risks of being caught and
significantly penalized for violating sanctions have greater incentives to comply with sanctions
(Morgan and Bapat 2003).

Given that firms often operate with imperfect information about their business partners or
the potential for transactions to be exploited for illicit purposes, firms have been driven towards
the adoption of risk-based compliance strategies for implementing requirements related to AML,
CFT, and sanctions. The most basic method of ensuring that transactions do not involve any in-
dividuals, entities, or destinations subject to sanctions is to use a screening tool that identifies the
names and locations of parties that have been black-listed or subject to sanctions. The U.S., Eu-
ropean Union (EU), United Nations (UN), and Japan all maintain consolidated lists of parties
that are subject to sanctions.3 Given that sanctioned parties have incentives to misrepresent their
identities, work through intermediaries or front-companies, and engage in other forms of fraud,
firms may face significant challenges in ensuring that their transactions do not violate sanctions
requirements. Risk-based compliance strategies allow firms to employ various criteria for assess-
ing the potential risks that transactions may involve a prohibited party (OFAC 2019). An effec-
tive strategy for mitigating risks is to employ “Know Your Customer” screening procedures for
onboarding new customers (Bank of International Settlements 2016: 4). Such policies, however,
involve significant investments of time and resources and may not be appropriate or cost-effec-
tive for many types of transactions. Obtaining accurate information about customers may be par-
ticularly difficult in many jurisdictions, especially in developing countries. It also can be difficult
to obtain accurate information about parties in particular types of transactions, such as corre-
spondent banking services. In the absence of quality, low-cost information about the identities of
parties involved in transactions, firms instead adopt broad-based parameters to manage the risks
associated with violating sanctions, AML, and CFT policies.

De-Risking Behavior

De-risking behavior, also known as “over-compliance,” occurs when firms decide they
cannot cost-effectively manage the risks associated with complying with international financial
crimes requirements. It entails making determinations that the compliance risks for entire cate-
gories of transactions, such as serving certain business sectors or customers from particular coun-
tries, cannot be profitably managed. In such cases, firms will make the decision to cease doing
business with those categories of customers even if most of them are not facing sanctions, other
forms of prohibitions, or have no connection to illicit activities (Asian Development Bank 2021).
De-risking behavior is particularly prevalent among banks that face exposure to potentially sig-
nificant penalties for violations (Bank of International Settlements 2016: 11).

3 For example, see the U.S. List at: https://www.trade.gov/consolidated-screening-list.
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While governments and bodies like the Financial Action Task Force (FATF) have tools to
officially designate certain jurisdictions as posing significant money laundering risks, individual
firms will augment that using their own risk-management criteria. These criteria are often kept
proprietary. The decisions of banks to treat certain jurisdictions as being too high of risk can be
contagious, as their behaviors will affect the interdependent financial networks that they are part
of. Banks that adopt more risk-averse strategies will be viewed by fellow risk-averse partners as
safer partners to continue doing business, while fellow banks or other firms that continue to ser-
vice high-risk jurisdictions may themselves be perceived as being a higher risk partner.4

Economic Sanctions as a Cause of De-Risking
While AML and CFT policies contribute to de-risking, economic sanctions—and U.S.

financial sanctions, in particular—are thought to have driven such behavior. According to Erica
Moret (2021: 75), “A widespread practice of private and public sector over-compliance has ac-
celerated over the past decade as a response to the rising complexity of these interfacing sanc-
tions regimes and other regulations. In the case of the financial and banking sectors, de-risking
has intensified in light of increasingly stringent regulatory requirements, a rise in major fines for
those found to be in breach of the measures, and an ever more confusing and costly compliance
environment.” Furthermore, Mark Nance and his colleagues evaluated the existing evidence for
claims that AML regulations were driving banks’ de-risking behavior in a report for the Federal
Reserve Bank of Atlanta (Nance, Tsingou, and Kay 2021). Their analysis found little evidence to
suggest that AML regulations had driven the rise of de-risking behavior and showed that the
timeline for when de-risking became prevalent started well before any connection was made be-
tween it and AML policies. Consistent with these expert perspectives, we argue that the concerns
about facing harsh penalties for violating sanctions are what have driven de-risking decisions
made by many firms.

De-risking decisions, especially those in the financial sector, to stop doing business with
a sanctioned state will adversely affects its constituents’ ability to conduct international business.
Individuals and firms in jurisdictions or sectors subject to de-risking will have fewer options for
engaging in business transactions, making it harder and more expensive to establish business re-
lationships and obtain financing to facilitate international transactions. Those third-party firms
still willing to do business with parties in “high-risk™ jurisdictions may also impose a significant
risk-premiums on those transactions. For jurisdictions that pose extreme risks due to expansive
sanctions restrictions, like North Korea, almost no firms or banks will seek to engage in legiti-
mate transactions with them. For other jurisdictions that are deemed as posing higher but less
extreme risks, the challenges posed by de-risking to conducting international transactions will
not be as extreme—but they still may be significant.

Sender governments can affect firms’ risk-calculus about doing business with foreign
partners by virtue of how they enforce their sanctions (Morgan and Bapat 2003; Early and Peter-
son 2021). The more frequently sanctions violators are penalized and the larger the penalties im-

4 Insights gained via more than twenty interviews with international financial crimes compliance
professionals from major international financial service providers, trade compliance officers, and
officials from governments and international institutions from 2020-2023.



posed against them, the more that firms will perceive exposure to the risks of doing business
with partners in sanctioned states (Early and Peterson 2021). And the more that firms fear being
punished with significant penalties for violating sanctions, the more risk averse they should be
(Early and Preble 2020b).

U.S. Sanctions Enforcement and Third-Party Trade with Target States

The U.S. employs economic sanctions more than any other government in the world
(Morgan et al. 2014) and invests more in implementing and enforcing sanctions than any other
government by a large margin (Early and Preble 2020a). In seeking to evaluate the impact of ro-
bust sanctions enforcement, the U.S.’s enforcement of sanctions represents the most substantive-
ly significant case to study. The U.S. is also the case one with the most publicly available data to
study (Early and Preble 2020a). As such, we narrow our theorizing and analysis to focus specifi-
cally on how the U.S. government’s sanctions enforcement strategies have influenced how third-
parties trade with the targets of its sanctions.

When the U.S. government imposes economic sanctions against a target country, it can
send ripples through the global economy. Not only do U.S. sanctions alter how U.S. firms trade
and invest in target states (Biglaiser and Lektzian 2011), they also alter the third-party states’
commercial relationships with the U.S. and the target (McLean and Whang 2010; Early 2015;
Lektzian and Biglaiser 2013; Barry and Kleinberg 2015). The U.S. government has empowered
OFAC with the responsibility for implementing and enforcing U.S. sanctions. While other law
enforcement bodies play a role in criminal violations of U.S. sanctions, OFAC is responsible for
pursuing civil cases against sanctions violators—which most corporate violations fall under.

OFAC plays a broad role in implementing and enforcing U.S. economic sanctions. OFAC
is responsible for raising awareness of U.S. sanctions obligations and promoting compliance with
them. OFAC’s enforcement powers allow it to punish sanctions violations, which has multiple
different functions for promoting sanctions compliance. Enforcement actions can be taken to
cease the ongoing sanctions violation threat posed by specific perpetrators and improve their fu-
ture compliance. Second, when publicized, sanctions enforcement actions help raise awareness
about U.S. sanctions obligations. Finally, sanctions enforcement actions can help to deter viola-
tions by other entities by altering their calculus about the risks associated with violating sanc-
tions (Early and Preble 2020a; 2020b). This can encourage entities to alter the risk profile of
whom they do business with and adopt more robust internal sanctions compliance programs. No-
tably, the criteria that OFAC uses to determine the size of the civil penalties associated with sanc-
tions infractions includes a component for how fines could influence other parties’ behaviors
(OFAC 2009).

OFAC monitors compliance with sanctions and investigates violations via numerous
mechanisms. For example, OFAC can review suspicious activity reports (SARs) submitted by
firms, can conduct audits of firms’ activities, it can receive whistleblower tips, and obtain case
referrals from other U.S. agencies. OFAC frequently learns about violations from voluntary self-
disclosures from firms seeking more lenient treatment. OFAC’s proactive industry outreach ef-
forts enhance its ability to monitor sanctions compliance by enhancing the willingness of sanc-
tions compliance officers to investigate and report suspicious transactions and self-report viola-
tions (Early and Preble 2020a; Early 2021). From the Obama to the Trump administrations, the



percentage of OFAC cases originating from voluntarily self-disclosure grew from one-third to
two-thirds of cases (Early and Preble 2021). For cases arising from investigations, OFAC shares
information and can cooperate with other U.S. agencies involved in implementing export con-
trols, enforcement bodies at the Department of Homeland Security and the Department of Jus-
tice, and federal, state, and local prosecutors’ offices.

OFAC exercises broad discretion over which infractions it pursues formal enforcement
actions, and what penalties it assigns for violations. New legislation and regulations fully adopt-
ed in 2009 gave OFAC enhanced powers to impose significant monetary infractions for sanctions
violations within the context of general guidelines (OFAC 2009). OFAC can impose individual
fines for discrete sanctions violations, which means that it can impose enormous financial penal-
ties totaling hundreds of millions of dollars on high-volume sanctions violators. The largest
penalties imposed by OFAC all involved foreign banks that committed large numbers of egre-
gious sanctions violations (Early and Preble 2020a; 2020b). The high volume of transactions
needed to make activities like correspondent banking profitable, also can make banks susceptible
to enormous risks for large-scale infractions. OFAC also imposes penalties on firms outside of
the financial sector, which can range from being in the thousands to hundreds of millions of dol-
lars.

OFAC’s strategy for promoting sanctions compliance has evolved over time. In recent
years, OFAC has begun to promote that companies adopt more comprehensive “risk-based”
compliance strategies. OFAC (2019) explains that firms that have risk-based compliance strate-
gies in place will be subject to greater leniency and lower penalties if they are discovered to have
made inadvertent violations. By making companies concerned about the potential for massive
fines, we think OFAC increased firms’ incentives to over-comply with U.S. sanctions by elimi-
nating transactions involving higher risks and marginal profits. Instead of adopting nuanced risk-
management policies, firms decided to just eliminate transactions in high-risk jurisdictions alto-
gether (Rosenberg 2022)—accepting some lost business in return for eliminating their risk of
being penalized.

Part of what makes OFAC such a powerful enforcement body is that has the jurisdiction
and resources to pursue cases against foreign entities that violate U.S. sanctions. While not all
U.S. sanctions contain robust extraterritorial provisions (e.g., the “Helms-Burton Act” of 1996),
nearly all U.S. sanctions policies imposed after the 2000s apply to U.S. citizens’ and firms’ be-
haviors abroad and to foreign firms doing business within the U.S. or via U.S.-based institutions.
OFAC can investigate and penalize sanctions violations that fall under U.S. sanctions’ legal ju-
risdiction even if those infractions occur outside U.S. borders or by non-U.S. entities (Early
2016). This has empowered OFAC to pursue major sanctions violations cases against dozens of
foreign financial institutions that violated U.S. sanctions (Early and Preble 2021a). OFAC has
also punished foreign-based entities for violating U.S. sanctions requirements outside the finan-
cial sector. In 2016, OFAC imposed fines on two Halliburton subsidiaries based out of the Cay-
man Islands for violating the “Cuban Assets Control Regulations” (OFAC 2016). In 2017, OFAC
imposed a $12 million fine on Singapore-based CSE TransTel Pte. Ltd. for over a hundred ap-
parent violations of U.S. sanctions involving the sale and financing of telecommunications ex-
ports to Iran (OFAC 2017). These infractions all illustrate the global reach of OFAC’s sanctions
enforcement powers and ability to impose substantial penalties against for those violations.



OFAC’s enforcement actions have been successful at discouraging U.S. firms from doing busi-
ness with the targets of U.S. sanctions (Early and Peterson 2021), but that’s where we expect the
agency to have the strongest jurisdiction.

The Hypothesized Effects of OFAC's Enforcement Actions on Third-Party Trade with Targets

We theorize that OFAC’s enforcement actions will promote de-risking behavior that will
lead to reductions in third parties’ trade with the targets of U.S. sanctions. We expect that
OFAC’s enforcement actions will have the largest impact on the target-third-party dyads against
which they are taken. We also consider whether the broader risk-environment created by OFAC’s
enforcement actions can harm third-party firms’ willingness to do business with target states.
OFAC’s enforcement actions can lead some firms to engage in de-risking behavior—ceasing
their business relationships with target states even though they do not have to. In turn, the deci-
sions of those firms—particularly those of financial service providers (FSPs)—will make it hard-
er and more costly for businesses in targets to do business with even willing third parties. Firms
in third-party states will consider both the lucrative opportunities that U.S. sanctions can create
when they go unenforced, and the potential risks sanctions create in target states when the U.S.
does enforce them. When OFAC takes enforcement actions against entities in a third-party state
or directly related to the sanctions imposed against a specific target, it should affect the risk cal-
culus of firms doing or considering doing business with affected entities. Both the direct risk of
potentially being sanctioned for activities that clearly violate sanctions, and the compliance costs
associated with ensuring that business activities do not unintentionally violate U.S. sanctions,
may discourage firms from doing business with U.S. sanctions targets. Enforcement actions in-
volving the target of sanctions could also signal an increased risk of doing business with partners
in target states and may make it harder for third-party firms to access trade-related services, such
as financing and insurance, involving the target.

In 2013, for example, OFAC imposed a $750,000 penalty against the Turkish trading
company Finans Kiymetli Madenler Turizm Otomotiv Gida Tekstil San. Ve Tic (hereafter, “Fi-
nans”). The company had facilitated exports for Iran’s oil and gas industry, which was subject to
U.S. energy sector-sanctions (OFAC 2013). More broadly, this enforcement action was important
because Turkish firms were proactively sanctions-busting on Iran’s behalf. For OFAC, punishing
Finans provided an opportunity to discourage other Turkish firms from sanctions busting on
Iran’s behalf. In explaining the penalty, OFAC (2013: 1) noted that its “...civil monetary penalty
will have a compliance/deterrence effect by encouraging greater due diligence by foreign finan-
cial institutions that maintain accounts for third-country trading companies.”

We thus expect that the robust enforcement of sanctions will encourage de-risking behav-
ior that will have a negative effect on third-party trade with the targets of U.S. sanctions. This
effect will be particularly noticeable when (at least) one of the parties to a potential business deal
resides in a state directly affected by OFAC enforcement. Third-party firms should be more
aware of those punishments and perceive greater risks of also becoming the subject of OFAC’s
attention.
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DIRECT EFFECT HYPOTHESIS: The more frequently OFAC imposes sufficiently large fi-
nancial penalties, the lower the subsequent dyadic trade between a third-party state and a
U.S. sanction target will be when at least one of these states is affected directly by the
penalty.

Beyond the direct enforcement actions taken by OFAC against the target or specific third-
party, we theorize that OFAC’s other enforcement actions can affect systemic perceptions of the
risks entailed in doing business with the entire class of states sanctioned by the U.S. Previous
research has shown that states can learn vicariously from international political events (Crescenzi
2007), including from sanctions (Peterson 2013). Imposed sanctions demonstrate U.S. prefer-
ences and resolve, deterring third-party states who wish to avoid sanctions from engaging in pro-
scribed behavior (Peterson 2014). Other work notes that third parties’ response to U.S. sanctions
transcend proactive avoidance of the sanctioned behavior. For example, U.S.-sanctioned states,
both weakened and stigmatized by sanctions, are more likely to be the target of armed conflict by
third parties (Peterson and Drury 2011). Most relevant here, recent research finds that third par-
ties reduce dual-use exports—those that have militarized as well as civilian purposes—to states
that face U.S. sanctions over issues such as nuclear proliferation, armed aggression, and human
rights abuse (Peterson 2021).

Accordingly, we theorize that the aggregate sanctions enforcement actions taken by
OFAC against other third-party states affects firms’ level of concern about the risks of trading
with any particular target of U.S. sanctions. In other words, firms pay attention to OFAC’s over-
all levels of sanctions enforcement activity—not just those actions that affect the specific trade
partner they are considering trading with.5 They can learn vicariously from the experiences of
other firms penalized for sanctions violations. High levels of enforcement activity may also make
FSPs less willing to finance any transactions involving the targets of U.S. sanctions, making it
harder and more costly for firms in target states to trade with third parties.

OFAC’s aggressive enforcement of sanctions has had a systemic, persisting effect on how
banks view the risks of violating U.S. sanctions. During 2009-2015, OFAC imposed hundred
million dollar-penalties against a host of foreign banks for helping third-party firms undercut
U.S. sanctions against Iran and other targets. OFAC’s enforcement actions targeted some of the
Europe’s largest banks, including BNP Paribas SA (2014), Credit Suisse AG (2009), HSBC
Holdings, plc (2012), Credit Agricole Corporate (2015), and Commerzbank AG (2015). The per-
ceived peril created by these punishments discouraged many financial institutions from doing
any business with Iranian entities—even for transactions that would not violate U.S. sanctions.
OFAC’s penalties made the perceived risks of running afoul of U.S. sanctions outweigh the
prospective benefits of servicing Iranian customers for many banks. Indeed, after the U.S. lifted
restrictions on foreign banks conducting transactions with Iran as part of the Joint Comprehen-
sive Plan of Action nuclear deal in 2016, the U.S. had trouble convincing foreign financial insti-
tutions to re-establish ties with Iran given their concerns about the remaining U.S. sanctions. The

s Even the direct effect we discuss above generally involves some degree of vicarious learning,
given that, in most cases, at least one state in the third party-U.S. sanction target dyad is not di-
rectly involved in OFAC enforcement.
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banks’ unwillingness to finance transactions involving Iran meant that third-party firms that
could legally do business with Iran faced significant challenges in consummating trade deals
(Gladstone 2016). As this example illustrates, the fear and uncertainty created by OFAC’s en-
forcement actions leads risk-averse FSPs and traders to avoid doing business with the targets of
U.S. sanctions. OFAC’s enforcement actions can therefore have both a direct and more systemic
impact on discouraging commerce with sanctioned states. Even more than in the “direct” sce-
nario discussed above, we think that the systemic effects of enforcement actions would constitute
stronger evidence of de-risking behavior taking place by third-party firms. Substantively, finding
evidence that supports this mechanism would dramatically enhance the deterrent power that can
be ascribed to OFAC enforcement actions.

SYSTEMIC EFFECTS HYPOTHESIS: The more frequently OFAC imposes sufficiently large
financial penalties, the lower the subsequent dyadic trade between a third-party state and
a U.S. sanction target will be when neither of these states is affected directly by the
penalty.

Research Design

We test our hypotheses using data on bilateral trade and OFAC civil penalties. Our unit of
analysis is the directed dyad year in which one state has been sanctioned by the U.S. govern-
ment. We allow state 1 in the dyad to be any non-US state (henceforth referred to as the “third
party” within which firms could respond to OFAC enforcement), while state 2 in the dyad can be
any state that has been sanctioned by the U.S (henceforth the “target”).6 Comprehensive and tar-
geted sanctions are incorporated into our definition of U.S. sanction targets. Sanction targets in-
clude states under country sanctions programs (e.g., Cuba Sanctions or Iran Sanctions) as well as
those where entities listed on the Specially Designated Nationals (SDN) list reside. This design
allows us to examine how the third party’s exports to the target and imports from the target vary
with the presence of OFAC penalties, thus avoiding possible bias from summing directional trade
flows. Our analysis covers the period from 2003 (the first year OFAC civil penalty data is avail-
able) until 2015 (the most recent year in which some control variables are available).

We code two dependent variables to capture bilateral trade: the third party’s exports to the
target and the third party’s imports from the target. Both variables are coded as the natural log of
trade flow (+1), with raw data taken from the Atlas of Economic Complexity (The Growth Lab at
Harvard University 2019). We separate trade flows by direction given that it might be easier for
export-oriented firms to secure assistance from their government to guard against U.S. retalia-
tion. Conversely, states might be less willing to aid importing firms, for example given possible
political pressure from import-competing firms.

¢ We identify U.S. sanction targets using I[CEWS events data (Boschee et al. 2015). See appendix
for more details. The appendix also presents models in which the importer has been sanctioned
by a non-US state; as expected, there is no association between US sanctions enforcement and
third-party trade with these states.
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Our primary explanatory variables capture the number of OFAC penalties meeting specif-
ic size thresholds. We take the penalty-level data from Early and Preble (2020a)7 and transform it
to capture two major classes of penalties. First, we count penalties that are fall inside the third-
party-target dyad, meaning that either firms in the third party were issued the penalty, or the
penalty was issued for violation of U.S. sanctions against this specific target. Second, we count
penalties that fall outside the dyad, meaning that the penalty was paid by firms not based in the
third party for violation of U.S. sanctions against some state other than the specific target. While
we expect that inside penalties will have a stronger association with bilateral trade, outside
penalties could likewise lead to caution by firms in the third party who become aware of the abil-
ity of OFAC to punish firms that violate U.S. sanctions. We count the number of these two types
of OFAC penalties at three different size thresholds: $500,000 or more, $1 million or more, and
$25 million or more—specifying different models for each of these three thresholds. These
thresholds mirror those specified in Early and Peterson (2021), and are useful to gauge how dif-
ferent-sized penalties affect third-party-target trade without forcing a strict linear relationship
between penalty size and trade volumes.8 Figure 1 demonstrates that count of penalties by year
across these thresholds.

We control for factors that could confound our main results, as well as for gravity model
variables that improve model fit. First, we control for dyadic political affinity with two dummy
variables. We recode the Peace Scale (Klein, Goertz and Diehl 2008) such that values less than
0.5 are coded as an adversarial relationship and values above 0.5 are coded as friendship. Values
equal to 0.5, defined by the authors as negative peace, or where no Peace Scale data is available
(in most cases because states have little opportunity for armed conflict), compose the reference
category. We also include similar indicators for both the third party’s and the target’s relationship
with the United States, given that US adversaries might attempt to be Black Knights who bust
sanctions (Early 2015). For similar reasons to control for political relationships, we include a di-
chotomous indicator of whether the third party is also facing US sanctions.

Given that regime type could indicate trade levels and the likelihood of agreement with
US policy preferences, we also code two variables to capture dyadic regime variation. The first
variable is equal to 1 when both states are consolidated liberal democracies, defined as scoring 7
or above on the Polity IV combined revised democracy score (Marshall and Jaggers 2014). The
second is equal to 1 when both states are consolidated authoritarian states, with Polity IV scores
less than -7. Mixed regime types compose the reference category. We also include dichotomous
variables that capture the third party’s and target’s membership in the OECD. Most OECD states
are relatively developed and most maintain generally positive relations with the United States.
These factors together suggest generally high trade levels but also could affect willingness to

7 These data are aggregated across target industry sector. However, the appendix presents models
looking solely at the financial sector.

8 To the extent that bigger penalties lead to more de-risking, we better distinguish the impact of
active enforcement from the impact of the mere existence of U.S. sanctions.
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comply with the extraterritorial provisions and/or secondary sanctions stipulations of US sanc-
tions.?

10 I I II
3: 25 million +
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Figure 1: OFAC civil penalty count by year
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Our gravity model indicators come from CEPII (Mayer and Zignago 2011). We control
for each state’s logged GDP (in constant dollars). We also include a measure of the logged, popu-

lation-weighted distance between the third party and the target, as well as a dummy variable in-
dicating direct contiguity.

Estimation

Given the nature of our time-series, cross-sectional data, a number of problems to infer-
ence arise. We have several time-invariant—or nearly invariant—variables that make dyad fixed

9 In the supplementary appendix, we go one step further, considering whether the third-party’s
OECD membership status could condition the relationship between OFAC enforcement and
third-party-target trade.
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effects impractical. More broadly, the desire to retain between-dyad variation renders the use of
fixed effects sub-optimal. However, a Hausman test suggest that dyad random effects models are
biased and therefore inappropriate. Further, we find strong evidence of serial correlation and het-
eroskedasticity in a simple, pooled regression. Accordingly, we estimate auto-distributed lag
(ADL) models with heteroskedasticity-consistent standard errors, incorporating lags of our de-
pendent variable and time-varying explanatory variables in order to model the dynamics in our
data and produce white noise residuals. We use the following process to determine the optimal
lag length for the time-varying variables (our DV, main I'Vs, and GDP values).!0 First, we layer
“for” loops in R to run regression models with every combination of up to seven lags of the time-
varying variables, consolidating the relevant model output in a single data frame. Second, we
conduct Breusch-Godfrey (BG) tests for serial correlation (of orders 1-4) for each model. Third,
among the models in which we fail to reject the BG null hypotheses of white noise residuals, we
select the model with the minimum BIC, suggesting the best model fit. We followed up the au-
tomated procedure with a manual process of varying lags around those designated as optimal by
our automated code to verify final model choices. All models are estimated in R version 4.1.1
using the plm package version 2.4-1.

Analysis

We find strong support for our hypotheses that inside-dyad and outside-dyad OFAC
penalties that are sufficiently large are associated with an immediately lower level of imports and
exports form a given state to a U.S. sanction target. Table 1 presents coefficients and het-
eroskedasticity-consistent standard errors for ADL models 1-3, which examine the third party’s
(logged) imports from the U.S. sanction target using three different OFAC penalty thresholds
when coding our main explanatory variables. We present a partial table that includes all lags of
our main explanatory variables and the first-order lagged DV, but not other lags to save space.
Complete tables can be found the appendix.

The coefficient for the contemporaneous inside-dyad OFAC penalty variable is negative
and significant in all three of models, suggesting that a higher number of OFAC penalties either
against the third party for violations of U.S. sanctions or for violations of U.S. sanctions against
the target—or both—is associated with immediately lower imports to the third party from the
target. This coefficient also increases in magnitude across models 1-3 as penalty thresholds in-
crease in size, suggesting a stronger response to more severe OFAC enforcement actions. This
increases our confidence that the enforcement actions are responsible for discouraging trade. The
contemporaneous coefficient for the count of outside-dyad penalties is likewise significant in all
three models. It is smaller in magnitude, though, as would be expected given that the OFAC en-
forcement actions were targeted towards states outside the third party-target dyad.

10 A number of the other controls technically do vary over time for some dyads but do so mini-
mally and as such are better considered as cross-sectional variables.
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LDV,

Inside penalty:
Inside penalty.1
Inside penalty:»
Outside penalty;
Outside penaltyt.1
Outside penalty:.»
GDP importer;
GDP target:
OECD importer
OECD target

US ally importer
US rival importer
US ally target

US rival target
Dyadic ally
Dyadic rival
Both democracies
Both authoritarian
log Distance

Contiguity

US sanction against importer

Constant
Observations

R-squared

DV = log third party imports from U.S. sanction target

Model 1: 500k threshold

0.42*** (0.40, 0.44)
-0.05** (-0.08, -0.02)
-0.05* (-0.08, -0.02)
-0.07*** (-0.10, -0.04)
-0.02** (-0.03, -0.01)
-0.04** (-0.05, -0.02)
-0.02"** (-0.03, -0.01)
0.96*** (0.77, 1.15)
0.56** (0.29, 0.83)
0.02 (-0.03, 0.07)
-0.04 (-0.08, 0.00)
-0.10* (-0.17, -0.03)
-0.22*** (-0.32, -0.12)
-0.12** (-0.17, -0.07)
-0.07* (-0.14, -0.01)
0.11*** (0.05, 0.18)
-0.48 (-1.01, 0.06)
0.07*** (0.03, 0.10)
-0.20 (-0.53, 0.14)
-0.07*** (-0.10, -0.04)
0.25** (0.16, 0.34)
-0.02 (-0.06, 0.02)
-1.52%* (-1.94, -1.11)
49,058
0.83

Model 2: 1m threshold

0.42*** (0.40, 0.44)
-0.07*** (-0.10, -0.05)
-0.04** (-0.07, -0.01)
-0.08"** (-0.11, -0.05)
-0.04** (-0.05, -0.03)
-0.04** (-0.05, -0.03)
-0.02*** (-0.03, -0.01)
0.93*** (0.74, 1.12)
0.54** (0.27, 0.81)
0.02 (-0.04, 0.07)
-0.04* (-0.08, -0.00)
-0.09** (-0.16, -0.02)
-0.22"* (-0.32, -0.12)
-0.12*** (-0.17, -0.07)
-0.09** (-0.15, -0.03)
0.11°** (0.05, 0.18)
-0.48 (-1.01, 0.06)
0.07** (0.03, 0.10)
-0.20 (-0.53, 0.13)
-0.07** (-0.10, -0.04)
0.25*** (0.16, 0.35)
-0.02 (-0.06, 0.02)
-1.48"* (-1.90, -1.06)
49,058
0.83

0.42*** (0.40, 0.44)
-0.12** (-0.15, -0.08)

-0.04** (-0.05, -0.02)
-0.05** (-0.06, -0.03)
-0.02** (-0.03, -0.01)
0.90*** (0.71, 1.09)
0.56"* (0.28, 0.83)
0.02 (-0.04, 0.07)
-0.04" (-0.08, -0.00)
-0.13** (-0.20, -0.07)
0.21** (-0.31, -0.11)
-0.12** (-0.17, -0.07)
-0.15** (-0.21, -0.09)
0.11*** (0.05, 0.18)
-0.47 (-1.00, 0.06)
0.07*** (0.04, 0.10)
-0.21 (-0.55,0.12)
-0.07*** (-0.10, -0.04)
0.26** (0.17, 0.35)
-0.02 (-0.06, 0.02)
-1.80"** (-2.20, -1.40)
49,058
0.83

Model 3: 25m threshold

* p less than 0.05, ** p less than 0.01, *** p less than 0.001

Table 1: coefficients and 95 percent confidence intervals for ADL models with het-
eroskedasticity-consistent standard errors. Note: multiple lags are presented only for main
explanatory variables. Full tables are presented in the appendix
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Figure 2: substantive predictions with 95% confidence intervals

Coefticients are only partially informative—particularly given that our dependent vari-
able is logged. Accordingly, we present Figure 2 to illustrate the substantive immediate and long-
run impact of a single OFAC penalty on the third party’s imports from and exports to the target.!!
We transform each coefficient B as follows: exp(B) -1 x 100, to identify the immediate percent-
age change in trade associated with a single OFAC penalty. As the left-hand plot in Figure 2
shows, the effects of inside-dyad penalties have a consistently negative and significant immedi-
ate association with imports from the target, with estimates of trade reductions increasing in
magnitude from approximately -5% (using the $500,000 threshold) to -12% (using the $25 mil-
lion threshold). On the other hand, outside-dyad penalties are associated with a smaller but still

11 We calculate long-run multipliers (LRM) using the DeltaMethod command through the Car

package in R. LRM are calculated as follows, for p lags of the DV and ¢ lags of a given explana-

. ! P
tory variable: —=i=0

Pa,_;
j=1" %1=j
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statistically significant reduction in imports from US sanction targets, between approximately
-2% to -4%. While the substantive immediate effects we report here might be considered modest,
they represent the effect of a single OFAC penalty. However, we witness as many as eight inside-
dyad penalties and 14 outside-dyad penalties in any given year, with a median of 7 outside penal-
ties (summarized at the 500k threshold).

The right-hand plot shows that the long-run impact of enforcement actions has a consid-
erably larger negative association with imports from U.S. sanction targets, varying from -70% to
-80% for inside-dyad penalties, and varying between -55% to -65% for outside-dyad penalties.
Taken together, these results suggest that, particularly in the long run, OFAC enforcement actions
can significantly reduce third-party trade with the targets of U.S. sanctions even when the penal-
ties are experienced by firms in a different state and for violations of sanctions against a different
U.S. sanction target. Further, these results imply that OFAC’s enforcement actions can make ex-
isting sanctioning efforts against a target harsher without formally changing their scope or severi-
ty. Accordingly, with respect to imports, the statistical evidence supports both of our hypotheses.

Table 2 replicates Table 1 but uses the third party’s (logged) exports to the target as the
dependent variable. Results here look similar but generally smaller in magnitude and somewhat
less statistically significant. Once again, the coefficient for the count of inside-dyad OFAC penal-
ties is negative and statistically significant in all three models examining progressively higher
penalty thresholds. The magnitude of the coefficient is fairly similar to those in our import mod-
els with respect to the lower penalty thresholds (500k and 1m), but smaller than the comparable
coefficient for imports for the largest penalty threshold (25m). The coefficient for the count of
outside-dyad OFAC penalties is negative in all three models but smaller in magnitude across all
three export models (relative to the equivalent coefficients in the import models). Further, the
outside-dyad penalty coefficient is statistically significant only in Models 5 and 6, suggesting
that the penalty threshold to spark vicarious learning is higher for exports to U.S. targets than for
imports from those targets. Overall, Table 2 results suggest that third-party firms limit exports to
U.S. sanctions targets less than they limit imports from U.S. targets. Figure 2 illustrates these
findings.
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LDV

Inside penalty;
Outside penalty;
GDP exporter;
GDP target;
OECD exporter
OECD target

US ally exporter
US rival exporter
US ally target

US rival target
Dyadic ally
Dyadic rival

Both democracies
Both authoritarian
log Distance
Contiguity

US sanction against exporter
Constant
Observations

R-squared

DV = log third party exports to U.S. sanction target

Model 4: 500k threshold

0.41** (0.39, 0.43)
-0.08"** (-0.11, -0.04)
-0.01 (-0.02, 0.00)
0.69"* (0.40, 0.97)
1.44** (1.23, 1.66)
0.07* (0.02, 0.13)
0.10"* (0.05, 0.16)
-0.15** (-0.21, -0.09)
-0.20"** (-0.29, -0.11)
-0.18"** (-0.26, -0.11)
-0.12** (-0.19, -0.05)
0.06 (-0.01, 0.13)
-0.15 (-0.41, 0.10)
0.05* (0.01, 0.09)
-0.04 (-0.26, 0.17)
-0.16"* (-0.18, -0.13)
0.20"* (0.11, 0.29)
-0.03 (-0.07, 0.02)
3,117 (-3.54, -2.68)
49,058
0.81

Model 5: 1m threshold

0.417* (0.39, 0.43)
-0.09"* (-0.12, -0.05)
-0.02"* (-0.03, -0.01)
0.66*** (0.37, 0.95)
1.43** (1.21, 1.65)
0.07* (0.01, 0.12)
0.10*** (0.04, 0.15)
-0.15"** (-0.21, -0.09)
-0.20"* (-0.29, -0.11)
-0.18"* (-0.26, -0.11)
-0.13** (-0.21, -0.06)
0.06 (-0.01, 0.12)
-0.15 (-0.41, 0.10)
0.05* (0.01, 0.09)
-0.04 (-0.26, 0.17)
-0.15** (-0.18, -0.13)
0.20"* (0.11, 0.29)
-0.03 (-0.07, 0.02)
-3.07"** (-3.50, -2.65)
49,058
0.81

0.417* (0.39, 0.43)
-0.06* (-0.10, -0.02)
-0.02"* (-0.03, -0.01)
0.67*** (0.38, 0.96)
1.44 (1.22, 1.65)
0.07* (0.01, 0.12)
0.10*** (0.04, 0.15)
-0.15"** (-0.22, -0.09)
-0.20** (-0.29, -0.11)
-0.19"* (-0.26, -0.11)
-0.17** (-0.25, -0.10)
0.05 (-0.01, 0.12)
-0.15 (-0.40, 0.11)
0.05* (0.01, 0.09)
-0.05 (-0.27, 0.17)
-0.15** (-0.18, -0.13)
0.20"* (0.11, 0.30)
-0.03 (-0.07, 0.02)
3,117 (-3.53, -2.69)
49,058
0.81

Model 6: 25m threshold

* p less than 0.05, ** p less than 0.01, *** p less than 0.001

Table 2: coefficients and 95 percent confidence intervals for ADL models with het-
eroskedasticity-consistent standard errors. Note: full tables are presented in the appendix
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A Closer Look at U.S. Sanctions Enforcement Actions and Third-Party Trade with Iran

The United States has had various bilateral sanctions in place against Iran dating back to
the Iranian Revolution in 1979. The period of our analysis from 2003-2015 coincided with more
severe, comprehensive sanctions imposed for nonproliferation, counterterrorism, human rights,
and democratization purposes. In 2005, the UN and EU also began imposing nonproliferation
sanctions against Iran following revelations that the country had pursued secret nuclear weapons-
related research and development activities. Enforcing U.S. sanctions against Iran became a pri-
ority for the U.S. government during the administrations of presidents George W. Bush and
Barack Obama, putting OFAC’s spotlight on investigating and punishing violations of U.S. sanc-
tions against Iran at home and abroad (Early and Preble 2020b). Notably, many of the U.S.’s
closest allies had also been the most proactive states involved in undercutting U.S. sanctions
against Iran (Early 2015). We thus examine how the U.S.’s more aggressive sanctions enforce-
ment efforts influenced the Netherlands’ and Japan’s trade with Iran. The contextual evidence in
both cases helps illustrate how OFAC’s enforcement actions contributed to declines in both
countries’ imports and exports with Iran.

OFAC Enforcement Actions, the Netherlands, and Trade with Iran

During our period of analysis, Dutch companies were actively penalized by OFAC for
their roles in undercutting U.S. sanctions against Iran. OFAC imposed five penalties against
Dutch firms for sanctions violations between 2010-2014, four of which were larger than
$500,000 and two of which were greater than $25 million. The $619 million-penalty that OFAC
imposed against ING Bank, N.V. in 2012 was, at the time, the largest sanctions penalty the
agency ever imposed. The apparent violations in the case involved a scheme to hide parties’
identities that were subject to the U.S. sanctions regimes involving Cuba and Iran in over 20,000
transactions (OFAC 2012). This massive penalty, taken as part of OFAC’s “whale-hunting” strat-
egy of imposing enormous fines against high-profile violators, sent shockwaves through both the
Dutch and international financial sectors. As Figure 1 illustrates, 2009-2015 were peak years for
OFAC imposing massive penalties for sanctions violations. Both OFAC’s penalties against Dutch
firms and its major “outside dyad” penalties would have created substantially greater risks and
challenges for doing business with Iran. The observed declines in Dutch trade with Iran in Figure
3 after 2010 are thus consistent with our argument that OFAC’s enforcement actions made it
more difficult, dangerous, and costly for Dutch firms to continue trading with Iran.
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Figure 3: OFAC Enforcement Actions and Bilateral Trade with Iran

The EU also imposed robust sanctions during this period, but there are strong reasons to
think that U.S. sanctions enforcement actions still had a significant impact. Indeed, most EU
states have a lackluster track record of implementing sanctions at the national level—making
minimal investments in sanctions enforcement and having weak penalties for violations. In the
Netherlands, for example, “the standard maximum fine is only 87,000 EUR” (Giumelli, Geel-
hood, de Vries, and Molesini (2022: 41). More severe violations can incur penalties of €830,000
and prison sentences, with administrative fines for the lack of internal compliance mechanisms
topping out at € 4 million for repeat offenders (Giumelli and Onderco 2021: 198). In investigat-
ing Dutch firms’ compliance with sanctions, Giumelli and Onderco (2021: 201) found that firms
were critical of Dutch regulators’ competence in the realm of sanctions implementation. Yet, at
the same time, they also uncovered evidence that Dutch firms often preferred de-risking in re-
sponse to being exposed to sanctions violations risks. The authors explained this seeming contra-
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diction by observing that Dutch firms were more afraid of U.S. enforcement actions rather their
own government’s penalties (Giumelli and Onderco 2021: 203-205). This suggests that OFAC’s
enforcement actions against Dutch companies and outside cases had persisting negative effects
on Dutch companies’ willingness to do business with U.S.-sanctioned states like Iran.

OFAC Enforcement Actions, Japan, and Trade with Iran

The Japanese government was publicly supportive of the UN nonproliferation sanctions
imposed against Iran but was also highly dependent upon Iranian oil in the late 2000s/early
2010s. Despite its most important ally’s decades-long sanctions campaign against Iran, Japan had
maintained an active trade relationship with the country. This was not an anomaly, as Early
(2015) found that Japan was historically the most active third-party state involved in busting U.S.
sanctions. Convincing Japan to provide robust cooperation in sanctioning Iran—and going be-
yond the requirements of UN sanctions—was thus an uphill battle. For example, after the EU
imposed a ban on its members insuring vessels transporting Iranian oil in 2012, the Japanese Par-
liament passed a law that would insure Iranian oil exports to Japan—undercutting the EU’s new
measures (Maeda 2012).

The U.S. adopted a wide range of strategies to discourage trade with Iran that entailed
diplomacy, secondary sanctions, and the proactive enforcement of its sanctions. Coinciding with
EU eftorts at curbing Iranian oil exports, the U.S. government pressured Japan to decrease its
reliance on Iranian oil in 2012 with threats of secondary sanctions. While the U.S. was leverag-
ing secondary sanctions to coerce Japan to cooperate more fully with its sanctioning efforts,
OFAC also put Japan’s largest financial institution into its sights: the Bank of Tokyo-Mitsubishi
UFJ. In 2012, OFAC imposed an $8.5 million-penalty on the bank for apparent violations involv-
ing the deliberate masking of the identities of parties subject to numerous U.S. sanctions
regimes, including Iran (OFAC 2012). Penalizing Japan’s largest bank for violating sanctions
was a high-profile, attention-getting move meant to shock Japanese firms into recognizing their
own potential risks (Preble and Early 2023). At the same time, de-risking caused by OFAC’s oth-
er enforcement actions would have made it more difficult for Japanese firms to get foreign fi-
nancing for their trade with Iran. OFAC’s enforcement action demonstrated that U.S. sanctions
had bite even against a close ally. Ultimately, Japan agreed to curb its oil purchases from Iran
(Reuters 2012). The graphs in Figure 3 illustrate the significant reduction in Japanese imports
from Iran but its exports also declined significantly after OFAC started imposing drastic penal-
ties. So, while Japan took bold action to circumvent EU sanctions, its government and firms in-
stead decided that undercutting U.S. sanctions against Iran was too risky.

This case shows how the U.S. government jointly leveraged OFAC enforcement actions
and threats of secondary-sanctions to discourage sanctions-busting trade with Iran. We expect
that OFAC’s leadership uses its enforcement actions to complement broader U.S. government
efforts at promoting compliance with U.S. sanctions in important cases. OFAC’s sanctions en-
forcement actions appeared to have contributed to Japan’s reduction in trade with Iran, comple-
menting a broader interagency effort. In most sanctions episodes, though, the U.S. does not ap-
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pear to expend significant diplomatic effort at discouraging third-party sanctions-busting (Early
2015). The Japanese case suggests that future research should explore the distinctive effects that
threatened or imposed secondary sanctions can also have on trade with sanctioned states.

Discussion

Taken altogether, our findings provide support for both of our hypotheses about how
OFAC’s sanctions enforcement actions encourage de-risking behavior and discourage third-party
trade with the targets of U.S. sanctions. We find that enforcement actions within a dyad have the
largest substantive effects, but that enforcement actions occurring outside the third party-target
dyad are also associated with declines in trade, particularly with respect to imports when consid-
ering long-run effects. Importantly, the potential for multiple enforcement actions in a given year
suggest that the cumulative effects of OFAC enforcement could lead to significant declines in
third-party trade with targets. These findings, especially those involving the systemic effects of
OFAC enforcement actions, are consistent with our explanation that de-risking behavior has led
third-party firms to trade less with U.S. sanctions targets. Given that studies of trade with U.S.-
sanctioned states that focused predominantly upon data from the 20th Century revealed wide-
spread third-party sanctions-busting behavior (e.g., Early 2015), our findings are more notewor-
thy. OFAC appears to have discovered an effective strategy for making many firms sufficiently
scared of the risks associated with doing business with sanctioned states that they end their rela-
tions with them altogether.

Conclusion

Our study sought to uncover whether the enforcement of U.S. economic sanctions con-
tributed to global de-risking behaviors by analyzing third-party trade with U.S.-sanctioned tar-
geted states. We theorized that OFAC’s sanctions enforcement strategy has driven large swathes
of third-party firms to engage in de-risking practices that increase the economic isolation of tar-
get states. We hypothesized that both the enforcement actions taken directly against a third-party
or target in a dyad (direct hypothesis) and those taken against other parties (the systemic hypoth-
esis) will lead to declines in third-party trade with U.S. sanctions targets. Our analysis uncovers
convincing evidence that sufficiently large OFAC enforcement penalties against a party in a dyad
involving a U.S.-sanctioned target state is associated with declines in their imports and exports.
We also find evidence that OFAC enforcement actions transcend the specific firms and states tar-
geted with civil penalties, as sufficiently large penalties on parties outside the dyad are also asso-
ciated with reductions in third-party states’ imports from target states. The latter finding indicates
that third-party firms engage in vicarious learning from OFAC enforcement actions imposed
elsewhere in the world, leading to de-risking being a global phenomenon.

Our study contributes to the growing literature on how U.S. sanctions can affect the be-
havior of third parties beyond the specific states targeted by U.S. economic statecraft. While our
study demonstrates the macro-level impact that sanctions enforcement actions have on third-par-
ty trade with target states, our study could be complemented by firm-level analyses. Similarly,
future work could benefit from considering how the wide-ranging, systemic effects of OFAC en-
forcement actions influence target behavior. Notably, our data include only dyads where sanc-
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tions are ongoing against one of the states. Target leaders who wish to avoid such a fate may be
most likely to acquiesce to sanctions or threats thereof. Lastly, we think that it would be worth-
while to collect data on and analyze the impact of secondary sanctions as a way of extending our
analysis on how senders can affect third-party economic relationships with target states.

Our findings also shed light on one of the global causes of de-risking behavior that have
increasingly isolated some countries from the global economy. Our analysis suggests that the ef-
fects of single enforcement actions reverberate to decrease trade directly within the target-third-
party dyads they occur within and beyond. This suggests that the U.S.’s aggressive enforcement
of its sanctions has contributed to the growing global trend of de-risking behavior. Even more
than their well-documented de-risking effects on Afghanistan and Syria (Moret 2015), U.S. sanc-
tions policies could be having broader detrimental humanitarian effects than was previously real-
ized. While the U.S. Treasury Department recently acknowledged that de-risking is a significant
problem (Rosenberg 2022), it would do well to consider how its own policies helped create the
problem.
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